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THE GUIDE AND THE INFORMATION CONTAINED THEREIN ("GUIDE") ARE PROVIDED "AS IS."
MASTERCARD MAKES NO WARRANTIES, WHETHER EXPRESS, IMPLIED OR STATUTORY
REGARDING OR RELATING TO THE GUIDES, INCLUDING WITHOUT LIMITATION, WARRANTIES OF
ACCURACY, COMPLETENESS, MERCHANTABILITY, ERRORS, NONINFRINGEMENT AND FITNESS
FOR A PARTICULAR PURPOSE.

Mastercard shall have no liability for direct or indirect, special, consequential, punitive or incidental
damages from your use of the guide.

All third-party product and service names are trademarks or registered trademarks of their respective
owners.
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Overview

The Mastercard Connect secure site requires two-factor authentication in order to access certain applications. This
document explains how to download, install, and use the RSA desktop application on Windows® or Mac operating
systems.

NOTE:
e The screenshots and procedures in this guide may vary depending on your operating system.

o At this time, Mastercard does not support RSA SecurlD software tokens on mobile devices. More information on this in
succeeding pages.

o RSA application is a free download but may require you to register through the RSA Community which is also free.

Getting started

Installation options for the RSA SecurlD software token desktop application

The following options are available for installing the application:

e Each user can install the application. This option requires that users have administrative rights to their
computers.

o Asoftware management tool can be used to install the application.
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Download and Install RSA Application for Microsoft Windows

1. Onyour Windows 10 or 11 machine go to your Microsoft Store App by either selecting the link on
your task bar:

= I

Or following the below link:

https://apps.microsoft.com/detail/9pf66ggw0s43?hl=en-us&gl=US

2. Search for "RSA Authenticator” and install the application

Screenshots

Home

G 1234 5678 »

(AR

Gaming

SecurlD Authenticator
RSA Security LLC

¢ 30721013 »

¢ 9789 5463
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3. You will now have the RSA SecurlD application on your desktop.

SecurlD Authenticator

e

SecurlD

4. If your token came in an email then go to your email and click on ".SDTID" attachment and
download it to a suitable location. You can go to step 5 if you already have it downloaded
somewhere on your PC.

IS Token Support <token_support@mastercard.com>
To: You

k Walkertest03 000404177068....

> Save to OneDrive

Here is your {

Download
Walker

Senior BizOps Engineer
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5. You can install the token by three different methods. First, find the downloaded “.SDTID" file and
right click on it. Select "Open with>SecurlD Authenticator”. Second, you can simply double-click on
the file and it should open in the SecurlD app. It will ask you for a password which will be the
password set up when you downloaded the file.

< Today
Walkertest03_000404177068.sd+ 1/5/INIA I-AQ DAA CNTIN Eila

@

Open Enter

Open with RSA SecurlD Software Token Client

Share SecurlD Authenticator
Add to Favorites B Search the Microsoft Store

Compress to ZIP file Choose another app

Copy as path Ctrl+Shift+C

Third, you can click on the "+" on the left side bar. Select the "Import .SDTID File" and either drop
the file in the box or find the ".SDTID" file at the location you originally saved it to. Hit "Submit”.

R5A Authenticator

SecurlD Authenticator

. AddCredential
Select a method for adding OTP credential details.
|+ (®) Enter Details () Import SOTID File
&
o
?

SecurID"
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6. You may have to click on the Service and Anonymous Usage agreements. It should then tell you
that you have successfully added the OTP credential and the token is ready for you to enter your
PIN.

SecurlD OTP Credential 1

Enter PIN

Submit

**Note that the application will update itself by default. Your local IT Support group may have a version control in place to
prevent the app from updating and your IT Support may have to get an exception for this application.™*

Download and Install RSA Application for MacOS

1. Onyour Mac open the “"App Store”.
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2. Search for "RSA Authenticator”. And then select "Get"” and then "Install”. This will install the latest version of the app
on your Mac.

Q rsa secure id (<}

Results for “rsa secure id”

%* ok %k k& 14K

RSA Authenticator (SecurlD) Authenticator App

Register your Token - End-to-end encryption Authenticator

- Backup and Sync

= Unlock with:
Apple Watch / Touch ID

- Support Widgets
- Autofill in a Browser

- Available on:

) & o

iPhone & iPad Mac Watch  Extension

SecSign ID Password Manager - mSecure 6
) 2 factor authe 0 Sec ig let
ok ok ok ok 1 % %k %k k 14K

) mSecure

Secure against: Security an
@ Brute force attacks

@ Phishing

3. Accept the Service and Anonymous Usage agreements.

License Agreement

e

SecurlD

Choose Accept to agree to the Terms of Service and
Privacy Policy.

|-
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Download and Install Mobile RSA Application for Android

***Note that per customer agreement MC Connect does not issue mobile tokens. We have found that you can install the
desktop file that MC Connect provides to the mobile apps in most cases and is limited to restrictions that your company
might have for your mobile device. Due to this MC Connect cannot guarantee that this will work on your mobile device and
therefore cannot support. ***

1. Onyour Android phone open the Google Play store.

2. Search for "RSA SecurID" and install the app.

202 GM R B LN 8 |

& I rsa securid software token I Q 9

Sponsored

1Password: Password Manager
\@/ AgileBits * Productivity Install
Access Passwords Anywhere

37% 500K+ ' Everyone
In-app purchases

RSA Authenticator (SecurlD) ©
C@ Installed

SecurlD

sponsored - Suggested for you

.Q<,,>

alpha - Play and COIN: Always Be Mudflap Te

Earn Rewards Earning 41% ur
43% 4.6% 4.
You might also like >

0D == _oaa
« e =
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3. Agree to "Terms of Service" and "Anonymous Usage”.

204 G R & LR 8 |

License Agreement

RSA

Choose Accept to agree to Allow app to collect anonymous
the Terms of Service and usage data?
Privacy Policy. We would like to use Google Analytics to

collect anonymous usage information to
improve the app.

D All

[ ]

4. You will have to have the “.sdtid" token file on your phone. Easiest way may be to email the token to your mobile
device. You will need to find the file and double click or open the file. It will ask you for a password which will be the
password set up when you downloaded the file.

204 G g & LR 7 |
< B O &
Mastercard

2200 Mastercard Bvd | O'Fallon, MO 63368
tel +1 (636)722-3289 | mobile +1 (636)980-0629

CONFIDENTIALITY NOTICE This e-mail message and any
attachments are only for the use of the intended recipient and
may contain i ion that is pri , or
exempt from disclosure under applicable law. If you are not
the intended recipient, any disclosure, distribution or other use
of this e-mail or is ibif If you
have received this e-mail message in error, please delete and
notify the sender immediately. Thank you.

B Walkertesto..7068.sdtid & 4N

Tap to edit a reply

( It worked. ) ( Fixed! ) (What is this?)
C(-\ Reply> 6(-\ ReplyaD G Forwa@
4 @® a
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5. You should get a prompt that states that the token was successfully added. Click "OK".

Success

Your OTP credential has been
added.

6. You should now see the screen asking you to "Enter PIN.

SecurlD OTP Credential 1

Enter PIN

Submit
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Download and Install Mobile RSA Application for iOS

***Note that per customer agreement MC Connect does not issue mobile tokens. We have found that you can install the
desktop file that MC Connect provides to the mobile apps in most cases and is limited to restrictions that your company
might have for your mobile device. Due to this MC Connect cannot guarantee that this will work on your mobile device and
therefore cannot support. ***

1. Onyour iPhone open the Apple Store.

2. Search for "RSA SecurlD" and install the app.

1:46 S0S = wm

Q rsa secure id (<]

d e‘ RSA Authenticator (Sec...
SecurlD Busine

R.S/\ RSA SecurlD Authentic...
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3. Agree to “Terms of Service" and "Anonymous Usage".

505 5 mm 1:51

< Mail

License Agreement

Allow app to collect

Choose Accept to agree to Ty

the and

Accept

4. You will have to have the “.sdtid" token file on your phone. Easiest way may be to email the token to your mobile
device. You will need to find the file and double click or open the file. It will ask you for a password which will be the
password set up when you downloaded the file.

Token URL test

HUULY UIE SEHUCT mIIEUIdieTy

Walkertest03_0004041770
68.sdtid

n file.

,_000404177068

dential Files - 3 KB

ERCH<

Qutleok Edge Aulhenticator

Copy

Add to New Quick Note

Save to Files
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5. You should get a prompt that states that the token was successfully added. Click "OK".

Success

Your OTP credential has been
added.

6. You should now see the screen asking you to "Enter PIN.

SecurlD OTP Credential 1

Enter PIN
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Download and Activate Token File for New Users

1. For all new users to MC Connect once you have completed your profile set up and have been approved your MC
Connect applications you will receive an email with instructions on how to download and activate your token.
You will then log into https://www.mastercardconnect.com/ with your password. It should ask you to activate
your token. Click on the "Activate my token” button.

We see that you are a new RSA SecurlD
token user

Connect issues tokens to users with access to sensitive dota. You will not be able
to access iterns with sensitive dato until you activate your RSA SecurlD token.

Once you activate your RSA SecurlD token, it will raplace your passwerd when
you sign in.

If you have been issued o digital soft token and haven't received your installation
instructions, please cantact your Security Administrator.

Activate my token

2. Create a password for your token. This password will be the password [

that you will use when installing the token so make sure that you

ACTIVATE TOKEN

remember it. Download the RSA SecurlD
application

You requested access to a secure item in Mastercard Connect
that requires @ SecurlD token. Before you can gain access to
this item, you must download and install the RSA SecurlD
software application on your computar.

First, ereate @ possword so thot you can access the RSA
SecurlD installation file. This password will also be required at
the time of installation

Password

Password criteria:
1-24 characters in length
Ne spoces or commas
The following charoctars are allowed N
. AZ
-az
.09
« _(underscore)
-e
+ - (dask)
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3. Once you fillin the information click on the "Access E R

Installation File" button. This will download your token file erionre voxen
ond can bf‘e found e|th(’—‘:-r at the bottom of your browser bar Download the RSA SecurlD
or in your "Downloads” folder. application

You requested access to @ secure item in Mastercard Connect
that requires @ SecurlD token. Before you can gain access to
this item, you must dewnload ond install the RSA SecurlD
software application on your computer.

First, create a password so that you can access the RSA
SecurlD installation file, This pessward will also be required ot
the time of installation

Password

Password criterio:

@ 1-24 characters in length
@ No spaces or commas

@ The follawing characters are allowed:
. AT
vaz
. 0-9
* _{underscore)
e
« - (dash)

Access installation file

4. Click on the "Download" button. Whether you have the token or
not you must download the token to move forward.

ACTIVATE TOKEN

Download the RSA SecurlD
application

You requested access to a secure item in Mastercard Connect
that requires o SecurlD token, Before you can gain access to
this item, you must download and install the RSA SecurlD
softwore application on your computer,

&  SecurlD Instollation File.sdtid I

(i) ©nce the download is complete, instoll the file and
then proceed to the next step
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5. The "Next" button should be highlighted and you can now _

click on it. At this point your token file should now be
downloaded and can be installed. See page 13, “Installing the
Token File in your RSA SecurID Application” in this document.

ACTIVATE TOKEMN

Download the RSA SecurlD
application

You requested access to a secure item in Mastercard Connect
that reguires @ SecurlD token, Before youw can gain access to

this item, you must download and install the RSA SecurlD
software application on your computer,

& SecurlD Installation File.sdtid

@ Onee the download iz complete, install the file and
then proceed to the next step

m Frwees

6. Enter your token serial number in the “Token Serial Number" _

field. (can be found by selecting "Options>Manage Token>Token
Information..."). Then enter your 8 digit numeric PIN in the "4-8
Digit PIN" field, and then confirm the PIN in the next field by

ACTIVATE TOKEN

entering the same PIN again. Click "Complete”. Create PIN
. o o . Now that you have dewnloaded and installed the RSA SecurlD
NOtlce: SOOI‘I 4 dlg |t PIN'S Wll no |Onger be CI"OWGd Clnd YOU opplicatio: you will need to ereate a PIN, This PIN will give you
wi“ have to be required to use an 8 digit PIN oocess to the token that will be used to sign in to Connect.
Token seriol number
Q01850497645 [ 2]
-8 digit PIN
= | 0
Confirm PIN
= @

Complete Previous step

7. Your token is now activated and you can start using
your token passcode to log in.

Congratulations, your SecurlD?® is ready
to use.

When you sign into Connect, you will now use your SecurlD® as your password.

Sign in using SecurlD
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©2024 Mastercard Worldwide Proprietary and Confidential 18 July 2024 Page 18 of 25



Download Token File for Existing Users

1. If you are an existing software token user you can receive a new software token at any time by using the self-service
from the MC Connect login page. You will be asked to provide answers to your security questions and provide a
password for the new token which will be needed during the token installation.

Sign in

User ID

‘ Enter user ID |

Password / RSA SecurlD® token

‘ Enter your password or token & e |

Forgeot password/PIN

Replace RSA SecurlD token

MNew to Mastercard Connect? Sign up

Using the RSA SecurlD Application for Software Tokens

1. Open your RSA Authenticator application. Enter your 4-8 digit PIN where it says "Enter PIN".

. mastercard
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2. This should generate a token code.
**Note that even if you enter an incorrect PIN the application will generate a token code. Due to this if you enter the
passcode provided and the login fails, close the application, reopen the application, enter your PIN again, and use
the new passcode to log in.**

SecurlD OTP Credential 1

¢ 1234 5678 »

3. Enter this 8 digit passcode where it says "Password / RSA SecurlD token" at the Mastercard Connect login page.

https://www.mastercardconnect.com/.

® connect SignUp  Suppert

Sign In

User ID

WELCOME TO MASTERCARD CONNECT

Where you connect
with Mastercard to
grow your business

o S |

curlD token

New to Mastercard Connect? Sign up

4. For subsequent uses of the token, you must wait for the passcode to change. The application will continue to
generate a new passcode every 60 seconds providing up to three passcodes. If more passcodes are needed
you will need to re-enter your PIN in the RSA app when you are prompted to do so

For any issues, reference the Troubleshooting section of this quide or click on Support within Mastercard Connect
https://www.mastercardconnect.com/.
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Using the RSA SecurlD Application for Hardware Tokens

Some users will require a hardware token. This token will constantly display a token passcode in the LCD window on
the token FOB.

1. Enter your 4-8 digit PIN plus the 8 digit passcode shown in the display window of your hardware token where it
says "Password / RSA SecurID token" at the Mastercard Connect login page.

https://www.mastercardconnect.com/.

Sign Up

Support

Sign In

UserID

Password / RSA SecurlD® token

Enter your password or token &= | 9

WELCOME TO MASTERCARD CONNECT

Where you connect
with Mastercard to ‘ o

place RSA SecurlD token

MNew to Mastercard Connect? Sign up

grow your business
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Create a taskbar shortcut (Windows)

1. From the Start menu, click All Programs, point to RSA, then RSA Authenticator application.
2. Right click on the RSA Authenticator in the task bar and then click Pin to taskbar.

Delete a software token (Windows)

1. Open the RSA Authenticator desktop application. You should see one of the two images below depending on the
application version you are using.

a. If you have the below image, click on black bar for the desired token. You should see a "trash can” logo
to the right in the bar. Select the trash can logo and delete the token.

er PIN
b. If you have the below image, click onthe ".." in the blue bar for the desired token. In the dropdown you

should see "Delete” with a "trash can” logo. Select "Delete” to delete the token.

Token 1
Rename /7
Delete [ ]

Token Information @
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Using more than one software token on the same computer/changing token name

The RSA Authenticator software token desktop application can support multiple tokens whether it be for an
individual or multiple users on the same computer. If this is the case then you can rename each token to make it
easier to identify which token is for what user or purpose.

1. Openthe RSA Authenticator desktop application. You should see one of the two images below depending on the
application version you are using.

|Il

c. If you have the below image, click on black bar for the desired token. You should see a “pencil” logo to

the left next to the token name in the bar. Select the “pencil” logo and put the cursor in the area where
the current token name is. You can now "backspace” and/or "delete” the characters as well as type
new characters in the field.

er Pl
d. If you have the below image, click on the “..." in the blue bar for the desired token. In the dropdown you

should see "Rename” with a "pencil” logo. Select "Rename” and rename the token.

Token 1

Rename V4
Delete [ |

Token Information ()

Troubleshooting
Contact your company's IT help desk for help with the following:

Installation of the RSA SecurlD RSA Authenticator software token desktop application
Using the RSA Authenticator application

Contact Global Customer Service at customer _support@mastercard.com for help with Mastercard applications.

Identify yourself as a “software token user."

Contact the Mastercard Token Support Team within Corporate Security at token support@mastercard.com for

help with authentication issues. For expedited assistance, mention that you are a software token user.
mastercard
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Frequently asked questions (FAQs) on software tokens

Why is Mastercard moving from a
hardware token (fob) to a software
token solution for user authentication?

We continue to hear from customers that they
want an authentication solution that is more
robust and flexible, with much faster
deployment and a longer life span. Software
tokens have a 10-year life span versus
hardware tokens that have a 5-year life span.

Will the end user require any software to
be loaded on his or her computer?

Yes, a small application from RSA Security will
need to be installed on the user's computer.
Once the RSA software is installed, the
software token seed issued by Mastercard can
be loaded.

Will the software token solution require
the use of any physical device for
authentication?

The RSA SecurlD Software Token software is a
small application that must be loaded on the
end users' computer and used for
authenticating into Mastercard systems.
Hardware tokens (fobs) are no longer required
when using this authentication method.

How long will it take to set up a software
token implementation?

If installed on the user's computer, software
tokens can be issued within hours.

How do | obtain my software token?

By default as a new user, you or your
company's Security Admin will receive an
email with an attachment that explains the
steps for downloading and activating your
token file. There may be some instances where
the token file and instructions are issued
manually by email.

. mastercard
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What are my internal integration costs
for a software token implementation?

The RSA SecurlD Software Token software is a
free download from RSA. Because software
tokens have a 10-year life span, there also is
less time and effort associated with managing
fobs. And since the software token functions
similarly to a hardware token, user training is
minimal.

Will | need to provide the software for
this type of authentication to the end
users?

The small RSA SecurlD software token desktop
application can be provisioned to the users'
computer either by the user's organization
support group, or by the user downloading
software from the RSA site. Please note that
the user must have administrator access to his
or her computer to install the software.
Additionally, the RSA software should be
added to the customer's approved software
list for standard computer builds. Mastercard
can provide a process for implementing the
software token solution.

Is there a software review process?

Thousands of companies have successfully
deployed the RSA Software Token
authentication solution. If requested,
Mastercard can work with the customer's
Information Security and/or desktop support

group.

Can the software token solution support
users who work on different computers?

Yes, the same software token "seed" record
(the secret key used to generate the
authentication code) for a given user can be
installed on multiple computers, thereby
supporting the needs of users who move from
one workstation to another and “call centers”

Can multiple users share the same
physical workstation?

Yes, the software token seeds for multiple
users can be installed on the same computer.
Users also will have a unique PIN known only by
the token holder that is associated with their
specific software token seed.
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Can the software token be installed on
mobile devices?

Currently Mastercard does not support the
installation of the RSA application or the
import of any SecurlDs on client based mobile
device, PDS or smartphones, the software
token solution can be used only on Mastercard-
issued mobile devices. For security reasons, the
mobile device must be under Mastercard's
control to remotely lock or wipe the device.

Can software tokens be used on personal
computing devices?

No. The software token solution is only
available for company-issued devices that
support remote deactivation capabilities.
Software tokens are not to be installed on a
user's personal device that is outside company
control.

What if the user's computer is replaced
due to a repair or upgrade?

During the initial installation, the user will
receive an email from Mastercard containing
the seed file for the software token. It's
important for the user to keep this file in a
secure location. If a repair or upgrade to the
user's workstation is required, the RSA
software and the seed file will need to be re-
installed on the user's new computer.

How will Mastercard support the
software tokens?

Contact Global Customer Service via email at
customer_support@mastercard.com for
assistance with software tokens (800-999-
0363 or 636-722-6636).

Whatis the fee for continuing with
hardware tokens?

Please contact Global Customer Service
customer_support@mastercard.com for
information about the hardware token user
fees. There is no fee for the software token.

How does a user authenticate to

numbers), Mastercard will automatically issue
a SecurlD.

Note: You will not be issued a SecurlD until you have
access to a secure application.

What types of two-factor authentication
does Mastercard support?

The two-factor authentication method that
Mastercard offers is RSA's SecurlD software
token. Organizations unable to use the
software token may use RSA's SecurlD
hardware tokens.

By default, users of an organization will be issued a
software token.

How do RSA SecurID software tokens
work?

Organizations that choose to use RSA SecurlD
software tokens for two-factor authentication
will need to download and install a small client
application from RSA on each company-owned
device on which their users will work.
Mastercard will issue (via secure email) token
files for users for that organization who have
requested products that require two-factor
authentication within
https://www.mastercardconnect.com/.To learn
more about software tokens, refer to the
installation and user procedures in this guide.

Is there a fee associated with using two-
factor authentication?

Software tokens used for two-factor
authentication do not have an associated fee.
Organizations that choose to use hardware
tokens will pay a quarterly fee per token.

How do | replace my SecurID?

Mastercard replaces SecurlD hardware or
software tokens when they are lost, damaged
or if a user gets a new computer.

Go to the Replace RSA SecurID token option in the

Support menu. Enter your user ID, answer your
security questions, and confirm your delivery
information. For software token: Password
protected software token will be sent to you by

email. The password will be sent in a separate email.
You'll need to import the software token to your RSA
SecurlD application. For hardware token: Token will
be shipped via courier. Please validate that the
address in your MC Connect profile is correct for
faster delivery.

Mastercard Connect?

There are two levels of authentication:
password or SecurlID. By default, all Connect
users use a password to sign in. If you order an
item that allows you to access sensitive
payment card data (such as primary account

. mastercard

©2024 Mastercard Worldwide Proprietary and Confidential 18 July 2024 Page 25 of 25



